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Module Aims

The module will allow students to understanding and apply the theory and practice of
exploiting vulnerabilities in software as well as key skills of design and implementation of
secure software. Students will learn the ability to implement secure systems and
environments to support software security. Additionally, they will explore the use of secure
programming languages and the effects on secure software. The use obfuscation and
encryption in the protection of software will also be investigated.

Intended Learning Outcomes

Key skills for employability

KS1 Written, oral and media communication skills

KS2 Leadership, team working and networking skills

KS3 Opportunity, creativity and problem solving skills

KS4 Information technology skills and digital literacy

KS5 Information management skills

KS6 Research skills

KS7 Intercultural and sustainability skills

KS8 Career management skills

KS9 Learning to learn (managing personal and professional development, self-
management)

KS10 Numeracy

At the end of this module, students will be able to Key Skills
. . KS1
1 Research, comparing contrast various approaches to KS5
software and/or system security
KS6
KS2
2 | Demonstrate secure programming techniques KS3
KS10
. . KS3
3 Demonstrate an understanding of weaknesses in software KS5
and/or systems KS1
. KS3
Express an understanding of approaches, methods and
4 . KS6
techniques to secure software
. . . KS3
5 Demonstrate an understanding of obfuscation, encryption and KS6
signing in software and system security

Transferable skills and other attributes




Derogations

None

Assessment:

Indicative Assessment Tasks:

Assessment 1 will comprise of a portfolio of weekly practical exercises carried out over a
minimum of six weeks. The exercises will be based on various aspects of module content
such as development of secure programs, exploitation and mitigation of vulnerabilities. Each
week will be submitted within allocated time for that week’s activity such that continuous
feedback can be provided for improvement.

Assessment 2 will be an in-class test hosted on the virtual learning environment which will
test students on their understanding and knowledge of the module content.

Assessment I(_)ea:rnlng o | T f i Weighting | Duration Wword count

number c utcomes to ype of assessmen (%) (if exam) (or equivalent i
e met appropriate)

1 1-5 Portfolio 70 4000

2 3,4 In-class test 30 1.5 hours

Learning and Teaching Strategies:

Students will develop understanding and practical skills based on weekly lectures, task-
orientated tutorials and supervised workshops. The teaching sessions will utilise
examples/case studies as a platform for understanding software security principles.

Appropriate blended learning approaches and technologies, such as, the University’s VLE
and computer security tools, will be used to facilitate and support student learning, in
particular, to:

e deliver content;

e encourage active learning;

e provide formative and summative assessments, and prompt feedback;

¢ enhance student engagement and learning experience.

Syllabus outline:

Memory models.

Programming bugs and mistakes that lead to vulnerabilities.

Secure programming languages and frameworks.

Attacks against software.

Other software related attacks: e.g. XSS attacks, SQL injection, etc.
programming for security.

Software and system protection methods.

‘Secure by design’ development.
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Appropriate web-based sources will be used to supplement the reading list.
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